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1  Introduction
LipaPay is an aggregated payment platform purpose-built for Ugandan merchants. It provides a unified API that connects to multiple mobile-money channels — including MTN Mobile Money and Airtel Money — enabling merchants to collect and disburse funds in Ugandan Shillings (UGX) through a single integration point.
Key capabilities include:
1. Unified collection and disbursement via MTN and Airtel wallets
1. Real-time payment-result callbacks with automatic retry
1. Prepaid bill enquiry before placing an order
1. Balance inquiry and detailed account statement export
1. MD5-based request signing for tamper-proof security
2  General Protocol Rules
Request method:  POST
Content-Type:  application/json
Encoding:  UTF-8
Signature algorithm:  MD5 (see §3)

3  Signature Algorithm
All requests and most responses include a Sign field. Follow these steps to compute it:
1. Collect all fields in the request (or Data object in a response) except Sign itself.
1. Sort the fields in the order they appear in the table for that endpoint (not alphabetically).
1. Build a query string: Key=Value&Key=Value&... (omit fields with null/empty values).
1. Append &privateKey=<your-secret-key> at the end.
1. Compute the MD5 hash of the full string (lowercase hex, 32 characters).
Example (Unified Order request):

Version=v1.0&MchID=2&TimeStamp=1694772667&Channel=1&OutTradeNo=UG-20230915-16947572610000001
&Amount=50000&TransactionType=1&TraderID=0750000000&TraderFullName=Sand Box
&Description=User recharge&NotifyUrl=http://zf.com/api/Notify
&privateKey=db761034110c45058490c6772a99b4ab
 
→ MD5 → fc92ceeaa10d8efb2783feecc6aae395

	Important
The private key must NEVER be transmitted in any request payload. It is only used locally to compute the signature.
Fields with null or empty values must be omitted from the signature string.
The field order follows the parameter table, not alphabetical order.



4  Base URLs
Two environments are available. Use the development endpoint for integration testing and the production endpoint for live traffic.
	Field
	Req.
	Type (length)
	Description

	Environment
	
	
	Base URL

	Development
	
	
	http://dev.pay.lipapayug.com

	Production
	
	
	https://pay.lipapayug.com



5  API Reference
5.1  Unified Order
Overview
Initiates a payment collection or disbursement request against an MTN or Airtel mobile-money account. The order is submitted asynchronously; the final result is delivered via the callback notification endpoint.

Endpoint
See §4 for environment base URLs. Endpoint path:
/api/pay/unifiedorder

Request Parameters
	Field
	Req.
	Type (length)
	Description

	Version
	Y
	String (10)
	API version. Always "v1.0".

	MchID
	Y
	Int (8)
	Merchant ID issued by LipaPay. Example: 100001

	TimeStamp
	Y
	Long (10)
	Current UTC Unix timestamp. Example: 1694757261

	Channel
	Y
	Int (1)
	Payment channel — enum: MTN = 1 | Airtel = 2. See Appendix A for supported network prefixes.

	OutTradeNo
	Y
	String (6–36)
	Merchant-side order number. Unique per MchID. Allowed chars: 0-9 A-Z a-z - _ *. Example: UG-20230915-16947572610000001

	Amount
	Y
	Int (8)
	Transaction amount in UGX cents (1 UGX = 100 cents). Minimum: 50000 (= 500 UGX). Must be a whole number (Airtel does not support decimal amounts). Example: 50000

	TransactionType
	Y
	Int (1)
	Transaction type — enum: Collection = 1 | Disbursement = 2

	TraderID
	Y
	String (10–20)
	Mobile-money account number (payee for collection, payer for disbursement). Example: 0750000000

	TraderFullName
	Y
	String (50)
	Full name of the payee or payer. If set to the fixed value "NONEEDMATCHNAMES", the platform will skip name-matching verification for this transaction.

	Description
	Y
	String (200)
	Human-readable description of the transaction. Example: "User recharge"

	NotifyUrl
	Y
	String (155)
	HTTPS/HTTP URL to receive the payment result callback. Example: http://zf.com/api/Notify

	Sign
	Y
	String (32)
	MD5 signature. See §3 for computation details.



Request Example

{
  "Version": "v1.0",
  "MchID": 2,
  "TimeStamp": 1694772667,
  "Channel": 1,
  "OutTradeNo": "UG-20230915-16947572610000001",
  "Amount": 50000,
  "TransactionType": 1,
  "TraderID": "0750000000",
  "TraderFullName": "Sand Box",
  "Description": "User recharge",
  "NotifyUrl": "http://zf.com/api/Notify",
  "Sign": "fc92ceeaa10d8efb2783feecc6aae395"
}


Response Parameters — Wrapper
	Field
	Req.
	Type (length)
	Description

	StatusCode
	Y
	int
	HTTP-style status code. See Status Codes section.

	Succeeded
	Y
	bool
	true if the request was processed successfully, false otherwise.

	Errors
	Y
	String | String[]
	Null on success. On failure: a message string or an array of field-level validation errors.

	Extras
	N
	String
	Reserved for extended parameters. May be null.

	Timestamp
	N
	long
	Server-side Unix timestamp (UTC) when the response was generated.

	Data
	Y
	JSON object
	Business payload. See sub-fields below.



Response Parameters — Data Object
	Field (Data)
	Req.
	Type
	Description

	OutTradeNo
	Y
	String
	Merchant-side order number (echoed back).

	TransactionId
	Y
	String
	Platform-assigned transaction UUID.

	ActualPaymentAmount
	Y
	decimal
	Amount charged to the payer (UGX). Includes payer fee.

	ActualCollectAmount
	Y
	decimal
	Amount credited to the payee (UGX). Net of payee fee.

	PayerCharge
	Y
	decimal
	Fee deducted from the payer (UGX).

	PayeeCharge
	Y
	decimal
	Fee deducted from the payee (UGX).

	ChannelCharge
	Y
	decimal
	Fee paid to the channel provider (UGX).

	Sign
	Y
	String
	MD5 signature of Data fields (in table order) + privateKey.



Response Example

{
  "StatusCode": 200,
  "Succeeded": true,
  "Errors": null,
  "Extras": null,
  "Timestamp": 1694772671,
  "Data": {
    "OutTradeNo": "100000006",
    "TransactionId": "a53d3c1c-6b73-485e-86fc-f4999eebd1d4",
    "ActualPaymentAmount": 80250.00,
    "ActualCollectAmount": 80000.00,
    "PayerCharge": 250.00,
    "PayeeCharge": 0.00,
    "ChannelCharge": 0.00,
    "Sign": "b8076970398f7f3c1b2d1f533d380fa0"
  }
}


5.2  Payment Result Query
Overview
Actively queries the status of a previously submitted order. Use this endpoint when a callback notification was not received (e.g., due to network or server issues) and you need to confirm the final outcome.

Endpoint
See §4 for environment base URLs. Endpoint path:
/api/pay/orderquery

Request Parameters
	Field
	Req.
	Type (length)
	Description

	Version
	Y
	String (10)
	API version. Always "v1.0".

	MchID
	Y
	Int (8)
	Merchant ID issued by LipaPay.

	TimeStamp
	Y
	Long (10)
	Current UTC Unix timestamp.

	OutTradeNo
	Y
	String (6–36)
	The merchant-side order number to query.

	Sign
	Y
	String (32)
	MD5 signature. See §3.



Request Example

{
  "Version": "v1.0",
  "MchID": 2,
  "TimeStamp": 1694773149,
  "OutTradeNo": "UG-20230915-16947572610000001",
  "Sign": "f8f737d0e444693f274f303780b4eacc"
}


Response Parameters — Wrapper
	Field
	Req.
	Type (length)
	Description

	StatusCode
	Y
	int
	HTTP-style status code. See Status Codes section.

	Succeeded
	Y
	bool
	true if the request was processed successfully, false otherwise.

	Errors
	Y
	String | String[]
	Null on success. On failure: a message string or an array of field-level validation errors.

	Extras
	N
	String
	Reserved for extended parameters. May be null.

	Timestamp
	N
	long
	Server-side Unix timestamp (UTC) when the response was generated.

	Data
	Y
	JSON object
	Business payload. See sub-fields below.



Response Parameters — Data Object
	Field (Data)
	Req.
	Type
	Description

	PayStatus
	Y
	int
	Payment status — enum: Processing = 0 | Successful = 1 | Failed = 2

	PayTime
	N
	String
	Payment completion time. Format: yyyy-MM-dd HH:mm:ss. Null if not yet completed.

	OutTradeNo
	Y
	String
	Merchant-side order number (echoed back).

	TransactionId
	Y
	String
	Platform-assigned transaction UUID.

	Amount
	Y
	decimal
	Original order amount (UGX).

	ActualPaymentAmount
	Y
	decimal
	Amount charged to the payer (UGX).

	ActualCollectAmount
	Y
	decimal
	Amount credited to the payee (UGX).

	PayerCharge
	Y
	decimal
	Fee deducted from the payer (UGX).

	PayeeCharge
	Y
	decimal
	Fee deducted from the payee (UGX).

	PayMessage
	Y
	String
	Status message from the channel provider. Informational only — excluded from signature.

	Sign
	Y
	String
	MD5 signature of Data fields (in table order) + privateKey.



Response Example

{
  "StatusCode": 200,
  "Succeeded": true,
  "Errors": null,
  "Extras": null,
  "Timestamp": 1694773152,
  "Data": {
    "PayStatus": 2,
    "PayTime": "2024-03-07 22:30:28",
    "OutTradeNo": "M-2-3-16340028544581",
    "TransactionId": "02ef7c3e-7be3-4e25-a360-234bd16557f2",
    "Amount": 10000.00,
    "ActualPaymentAmount": 10101.00,
    "ActualCollectAmount": 9900.00,
    "PayerCharge": 101.00,
    "PayeeCharge": 100.00,
    "PayMessage": "FAIL",
    "Sign": "d489058436ff660d4dfec7d6859c2e25"
  }
}


5.3  Payment Result Callback Notification
Overview
After a payment completes (or fails), LipaPay POSTs a notification to the NotifyUrl you provided in the Unified Order request. You must respond with the plain-text string "SUCCESS" (HTTP 200) to acknowledge receipt. Any other response — or a network error — will trigger automatic retries.

	Retry schedule
LipaPay retries unacknowledged notifications for up to 24 hours at intervals of: 1 s → 30 s → 30 s → 30 s.
To handle duplicate notifications safely: check whether the order (OutTradeNo) has already been processed and skip if so.
Alternatively, call the Payment Result Query endpoint (§5.2) to confirm the authoritative state.



Notification Parameters (POST body)
	Field
	Req.
	Type (length)
	Description

	PayStatus
	Y
	int
	Payment status — enum: Processing = 0 | Successful = 1 | Failed = 2

	PayTime
	N
	String
	Payment completion time. Format: yyyy-MM-dd HH:mm:ss.

	OutTradeNo
	Y
	String
	Merchant-side order number.

	TransactionId
	Y
	String
	Platform-assigned transaction UUID.

	Amount
	Y
	decimal
	Original order amount (UGX).

	ActualPaymentAmount
	Y
	decimal
	Amount charged to the payer (UGX).

	ActualCollectAmount
	Y
	decimal
	Amount credited to the payee (UGX).

	PayerCharge
	Y
	decimal
	Payer fee (UGX).

	PayeeCharge
	Y
	decimal
	Payee fee (UGX).

	PayMessage
	Y
	String
	Status message from the channel provider. Excluded from signature.

	Sign
	Y
	String
	MD5 signature — fields in table order + privateKey.



Notification Example

{
  "PayStatus": 1,
  "PayTime": "2023-09-15 10:19:11",
  "OutTradeNo": "UG-20230915-16947572610000001",
  "TransactionId": "4a921193-4737-4f0a-81b7-c12460679f6c",
  "Amount": 50000.00,
  "ActualPaymentAmount": 50250.00,
  "ActualCollectAmount": 50000.00,
  "PayerCharge": 250.00,
  "PayeeCharge": 0.00,
  "PayMessage": "SUCCESSFUL",
  "Sign": "d489058436ff660d4dfec7d6859c2e25"
}

Expected Merchant Response

SUCCESS


5.4  Prepaid Bill Enquiry
Overview
Retrieves a fee preview for a potential transaction before placing the actual order. Use this to show the end-user the exact amount that will be charged (including fees) and to verify that the target account is valid.

Endpoint
See §4 for environment base URLs. Endpoint path:
/api/pay/bill

Request Parameters
	Field
	Req.
	Type (length)
	Description

	Version
	Y
	String (10)
	API version. Always "v1.0".

	MchID
	Y
	Int (8)
	Merchant ID issued by LipaPay.

	TimeStamp
	Y
	Long (10)
	Current UTC Unix timestamp.

	Channel
	Y
	Int (1)
	Payment channel — enum: MTN = 1 | Airtel = 2. See Appendix A for supported network prefixes.

	TransactionType
	Y
	Int (1)
	Transaction type — enum: Collection = 1 | Disbursement = 2

	TraderID
	Y
	String (10–20)
	Mobile-money account number. Example: 0750000000

	Amount
	Y
	Int (8)
	Transaction amount in UGX cents. Must be a whole number >= 50000.

	Sign
	Y
	String (32)
	MD5 signature. See §3.



Request Example

{
  "Version": "v1.0",
  "MchID": 2,
  "TimeStamp": 1694776093,
  "Channel": 1,
  "TransactionType": 1,
  "TraderID": "0750000000",
  "Amount": 50000,
  "Sign": "f3e19f695ec9fee2fc3059ad94b19a42"
}


Response Parameters — Wrapper
	Field
	Req.
	Type (length)
	Description

	StatusCode
	Y
	int
	HTTP-style status code. See Status Codes section.

	Succeeded
	Y
	bool
	true if the request was processed successfully, false otherwise.

	Errors
	Y
	String | String[]
	Null on success. On failure: a message string or an array of field-level validation errors.

	Extras
	N
	String
	Reserved for extended parameters. May be null.

	Timestamp
	N
	long
	Server-side Unix timestamp (UTC) when the response was generated.

	Data
	Y
	JSON object
	Business payload. See sub-fields below.



Response Parameters — Data Object
	Field (Data)
	Req.
	Type
	Description

	TraderID
	Y
	String
	Mobile-money account number (echoed back).

	GivenName
	Y
	String
	Given name of the account holder.

	FamilyName
	Y
	String
	Family name of the account holder.

	FullName
	Y
	String
	Full name of the account holder.

	Amount
	Y
	decimal
	Transaction amount (UGX).

	ServiceCharge
	Y
	decimal
	Applicable service fee (UGX).

	ServiceChargeRate
	Y
	decimal
	Service fee rate (%).

	Sign
	Y
	String
	MD5 signature of Data fields + privateKey.



Response Example

{
  "StatusCode": 200,
  "Succeeded": true,
  "Errors": null,
  "Extras": null,
  "Timestamp": 1694776100,
  "Data": {
    "TraderID": "0750000000",
    "GivenName": "Sand",
    "FamilyName": "Box",
    "FullName": "Sand Box",
    "Amount": 50000,
    "ServiceCharge": 15,
    "ServiceChargeRate": 3,
    "Sign": "f65b6f9dcdbe670399041ee9e65e13bf"
  }
}


5.5  Get Balance
Overview
Returns the current available balance of the merchant account on the LipaPay platform. Use this before initiating a disbursement to verify that sufficient funds are available.

Endpoint
See §4 for environment base URLs. Endpoint path:
/api/pay/balance

Request Parameters
	Field
	Req.
	Type (length)
	Description

	Version
	Y
	String (10)
	API version. Always "v1.0".

	MchID
	Y
	Int (8)
	Merchant ID issued by LipaPay.

	TimeStamp
	Y
	Long (10)
	Current UTC Unix timestamp.

	Sign
	Y
	String (32)
	MD5 signature. See §3.



Request Example

{
  "Version": "v1.0",
  "MchID": 2,
  "TimeStamp": 1694776093,
  "Sign": "f3e19f695ec9fee2fc3059ad94b19a42"
}


Response Parameters — Wrapper
	Field
	Req.
	Type (length)
	Description

	StatusCode
	Y
	int
	HTTP-style status code. See Status Codes section.

	Succeeded
	Y
	bool
	true if the request was processed successfully, false otherwise.

	Errors
	Y
	String | String[]
	Null on success. On failure: a message string or an array of field-level validation errors.

	Extras
	N
	String
	Reserved for extended parameters. May be null.

	Timestamp
	N
	long
	Server-side Unix timestamp (UTC) when the response was generated.

	Data
	Y
	JSON object
	Business payload. See sub-fields below.



Response Parameters — Data Object
	Field (Data)
	Req.
	Type
	Description

	Balance
	Y
	decimal
	Current available account balance (UGX).

	Sign
	Y
	String
	MD5 signature of Data fields + privateKey.



Response Example

{
  "StatusCode": 200,
  "Succeeded": true,
  "Errors": null,
  "Extras": null,
  "Timestamp": 1721054291,
  "Data": {
    "Balance": 18910.00,
    "Sign": "4c64e2c5d7b13c78f0afd2715bbf096c"
  }
}


5.6  Get Statement of Account
Overview
Retrieves a paginated list of all transactions within a specified date range. Use this for reconciliation: compare the returned records against your own ledger to identify discrepancies.

	Date range limit
The maximum query window is 3 calendar days (EndTime - StartTime <= 3 days).
Both StartTime and EndTime are optional. If omitted, the current day is returned.



Endpoint
See §4 for environment base URLs. Endpoint path:
/api/pay/statement

Request Parameters
	Field
	Req.
	Type (length)
	Description

	Version
	Y
	String (10)
	API version. Always "v1.0".

	MchID
	Y
	Int (8)
	Merchant ID issued by LipaPay.

	TimeStamp
	Y
	Long (10)
	Current UTC Unix timestamp.

	StartTime
	N
	String
	Query start date, inclusive. Format: yyyyMMdd. Example: 20240101

	EndTime
	N
	String
	Query end date, inclusive. Format: yyyyMMdd. Example: 20240103. Max range: 3 days.

	Sign
	Y
	String (32)
	MD5 signature. See §3.



Request Example

{
  "Version": "v1.0",
  "MchID": 2,
  "TimeStamp": 1694776093,
  "StartTime": "20240101",
  "EndTime": "20240103",
  "Sign": "f3e19f695ec9fee2fc3059ad94b19a42"
}


Response Parameters — Wrapper
	Field
	Req.
	Type (length)
	Description

	StatusCode
	Y
	int
	HTTP-style status code. See Status Codes section.

	Succeeded
	Y
	bool
	true if the request was processed successfully, false otherwise.

	Errors
	Y
	String | String[]
	Null on success. On failure: a message string or an array of field-level validation errors.

	Extras
	N
	String
	Reserved for extended parameters. May be null.

	Timestamp
	N
	long
	Server-side Unix timestamp (UTC) when the response was generated.

	Data
	Y
	JSON object
	Business payload. See sub-fields below.



Response Parameters — Data.Items[] (array)
	Field (Data)
	Req.
	Type
	Description

	PayStatus
	Y
	int
	Payment status — enum: Processing = 0 | Successful = 1 | Failed = 2

	PayTime
	N
	String
	Payment completion time. Format: yyyy-MM-dd HH:mm:ss.

	OutTradeNo
	Y
	String
	Merchant-side order number.

	TransactionId
	Y
	String
	Platform-assigned transaction UUID.

	Amount
	Y
	decimal
	Original order amount (UGX).

	ActualPaymentAmount
	Y
	decimal
	Amount charged to the payer (UGX).

	ActualCollectAmount
	Y
	decimal
	Amount credited to the payee (UGX).

	PayerCharge
	Y
	decimal
	Payer fee (UGX).

	PayeeCharge
	Y
	decimal
	Payee fee (UGX).

	PayMessage
	Y
	String
	Channel provider status message. Informational only.



Response Example

{
  "StatusCode": 200,
  "Succeeded": true,
  "Errors": null,
  "Extras": null,
  "Timestamp": 1721056501,
  "Data": {
    "Items": [
      {
        "PayStatus": 2,
        "PayTime": "2024-03-07 22:30:28",
        "OutTradeNo": "M-2-3-16340028544581",
        "TransactionId": "02ef7c3e-7be3-4e25-a360-234bd16557f2",
        "Amount": 10000.00,
        "ActualPaymentAmount": 10101.00,
        "ActualCollectAmount": 9900.00,
        "PayerCharge": 101.00,
        "PayeeCharge": 100.00,
        "PayMessage": "FAIL"
      }
    ]
  }
}


6  Status Codes
All responses include a StatusCode field at the top level. The following codes are defined:
	Code
	Description

	200
	Request successful. The Data object contains the response payload.

	202
	Request successful, but no data to return (e.g., empty statement).

	400
	Parameter error. See the Errors field for a detailed list of invalid or missing fields.

	401
	Signature verification failed. Check that your Sign value is computed correctly (§3).

	403
	Duplicate merchant order number. OutTradeNo has already been submitted for this MchID.

	404
	Order not found. Verify that the OutTradeNo has been submitted via Unified Order.

	500
	Platform internal error. Retry with the same parameters.

	502
	Channel provider error. Retry with the same parameters.



7  Sandbox / Development Credentials
Use the following credentials when testing against the development environment. Do not use these in production.
	Field
	Req.
	Type (length)
	Description

	Merchant ID (MchID)
	
	
	2

	Private Key (privateKey)
	
	
	db761034110c45058490c6772a99b4ab

	Security reminder
Keep your production private key confidential. Do not hard-code it in client-side code or commit it to version control.
Rotate your key immediately if you suspect it has been compromised.




8  Appendix A  Uganda National Numbering Plan
[bookmark: _GoBack]The table below lists the registered Mobile Network Operators (MNOs) in Uganda and their corresponding mobile network prefixes. Use this as a reference when validating the TraderID field before submitting a Unified Order or Prepaid Bill request.

	Network Code
	MSDN Size
	Mobile Network Operator
	Mobile Networks (prefixes)

	01
	9
	Airtel Uganda Limited
	750-759, 740XXX XXX

	04
	9
	Tangerine Uganda Limited
	

	06
	9
	Afrimax Uganda Limited
	723, 760 XXX XXX

	10
	9
	MTN Uganda Limited
	770-779, 780-789, 760-769 XXX XXX

	11
	9
	Uganda Telecom Limited
	710-719 XXX XXX

	14
	9
	Orange Uganda Limited
	790-794 XXX XXX

	18
	9
	Sure Telecom Uganda Limited
	740-744 XXX XXX

	22
	9
	Warid Telecom Uganda Limited
	700-706 XXX XXX

	33
	9
	Smile Communications Uganda Limited
	720 XXX XXX

	40
	9
	Civil Aviation Authority
	

	44
	9
	K2 Telecom
	730 XXX XXX

	66
	9
	I-Tel Limited
	760-764 XXX XXX



	Notes
Country code: +256
National numbers are 9 digits, excluding the leading prefix "0".
The first digit after the prefix for all mobile services is 7 (e.g., 0750000000 = +256 750 000 000).
LipaPay currently supports MTN (Channel=1) and Airtel (Channel=2). The TraderID should be the 10-digit local number (with leading 0) or the 9-digit national number.
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